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Information and discussion on documents related to the functioning of the Registrar:
External Auditor Report

An “External Auditor Report” must be provided to allow the OTIF Secretariat to issue a
certificate regarding the functioning of the International Registry as stipulated in Article XII
(8) and Article XXII1 (1) b) of the Luxembourg Protocol.

A summary of the External Auditor Report is attached. The report was based on test results
from 6 February 2024, where testing was conducted from the perspective of an authenticated
and unauthenticated user on the internet.
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DATE: 7 February 2024

TO: Preparatory Commission
FROM: Regulis S.A.

SUBJECT: External Audit Summary

Regulis and its prime subcontractor, ERS, engaged a CREST approved third-party provider
to complete a technical security assessment and penetration test on the Registry
application. The following memorandum provides summary information regarding the
outcome of the assessment.

The provider, BCC Risk Advisory Ltd. (Edgescan) delivered a draft report of its test results
on February 6, 2024. To complete the test, the provider followed its ‘black-box’ web
application and server/network assessment approach using testing methodology based on
leading industry practice. This uses a combination of automated tools and manual testing
techniques to test the web application for security issues without assuming any special
knowledge of the hosts or its supporting network.

Testing was conducted from the perspective of:
¢ An unauthenticated user on the Internet
¢ An authenticated user on the Internet

The draft report identified four items which will be addressed by ERS in advance of go-live.
An additional six, low-risk informational items were also identified for awareness. These
items will be integrated into the Registry’s continuous improvement plan and be addressed
through updates following go-live.

The results of this type of assessment are highly confidential and are not for wide (or public)
distribution given the security-related content. As such, the report’s executive summary
has confidentially been shared with the Secretariat as evidence of the completion of the
testing.
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